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Abstract—In blockchain systems, event notification is a valu-
able feature that eliminates the need for clients to actively
monitor each event recorded by the blockchain. However,
providing proof of notification—a verifiable guarantee that a
notification was sent—is challenging to scale in high-throughput
environments. This paper presents Signet, a novel system that
enables the network itself to provide scalable and verifiable proof
of notification. Leveraging path-aware networks, Signet utilizes
Autonomous Systems (ASes) along the agreed-upon traffic path as
impartial witnesses. These ASes, relied upon by both the notifier
and recipient, provide lightweight proofs of packet observation
to be submitted to the blockchain. This approach minimizes
computational overhead and storage costs while maintaining
security and scalability. Our evaluation demonstrates that the
routers can handle over a million notifications per second per
core, with under a microsecond of per-packet overhead, and that
the smart contract operations on the blockchain incur negligible
costs.

Index Terms—Blockchain, Proof of Notification, Autonomous
Systems, Smart Contracts, Path-Aware Networking

I. INTRODUCTION

In distributed systems where trust is limited [1], proving
that a message was sent and received remains a fundamen-
tal challenge [2]–[4]. This problem is particularly acute in
blockchain ecosystems, where participants frequently inter-
act without mutual trust [5]. Many blockchain applications
depend on the timely detection of on-chain events, such as
payment completions, contract state transitions, or transaction
confirmations. These notifications are critical for automating
business logic, such as releasing digital goods after payment
or reacting to oracle updates [6]. In latency-sensitive contexts,
such as decentralized exchanges, liquidation engines, or auto-
mated settlement systems, delayed or missed notifications can
directly cause significant financial loss [7].

When a notification is lost or delayed, assigning blame
is difficult: the notifier may insist the message was sent
(perhaps multiple times), while the recipient may deny its
arrival, even if it was received. This ambiguity motivates the
need for verifiable proof of notification: how can a notifier
prove, in a decentralized setting, that a message was sent?
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Proof-of-notification systems aim to resolve this by collecting
cryptographic evidence and submitting it to smart contracts
that enforce service-level agreements through financial incen-
tives [8]. Typically, notifiers and recipients lock collateral, and
disputes are adjudicated through on-chain proofs [9].

Existing solutions have shown success in environments with
high latency tolerance and modest throughput demands in the
kilobyte to megabyte range, as seen in traditional blockchain
systems. They, however, struggle under the stringent perfor-
mance demands of modern blockchain applications, which
operate in a latency-sensitive setting [10], [11] and require
gigabit-scale throughput [12].

These solutions typically fall into two broad categories:
The first approach relies on independent third parties [13],
such as committees or hand-picked nodes trusted by both
notifier and recipient, to mediate delivery and witness message
transmission. While viable in some contexts, this model is
difficult to generalize in open and decentralized settings, where
discovering mutually trusted entities is non-trivial. Moreover,
these designs may introduce bottlenecks as the witnesses need
to receive and process every message, adding network latency
and potentially throttling throughput [13].

The second approach, often employed in systems such
as payment channels [9], [14], [15], relies on acknowledg-
ments (ACKs) from recipients, often subdividing messages
into smaller chunks tied to micro-payments. This mecha-
nism suffers when recipients act maliciously by withholding
ACKs, and the required round-trips introduce latency on the
forwarding path. These designs also impose computational
overhead on both the notifier and recipient, typically relying
on public-key cryptography, making them unsuitable for high-
throughput, latency-sensitive applications.

A practical proof-of-notification protocol must therefore
satisfy several stringent requirements: add negligible latency to
the critical path of message delivery, which includes process-
ing delays and forwarding latency, support high throughput
by handling millions of notifications per second, scale with
the number of participants and messages, and provide both
accountability and compatibility with the trust assumptions of
current decentralized systems.

Satisfying these requirements entails three main challenges:
(i) Identifying trusted third parties is difficult; it is often
unclear whom to trust. (ii) Mediating message delivery and
requiring multiple acknowledgment round-trips introduces ob-
servable latency overhead. (iii) Requiring witnesses to pro-



cess every message or offloading expensive cryptographic
operations to the edge of the network creates throughput
bottlenecks. These limitations become particularly evident for
high workloads, such as those produced by decentralized
data stores [12], and latency-sensitive applications, such as
decentralized finance [11], where even a few hundred extra
milliseconds can have a significant impact.

In this paper, we present Signet,1 a new protocol for
verifiable proof of notification. Signet overcomes the above
challenges by introducing a novel architecture for scalable and
verifiable proof of notification, built on path-aware networking
(PAN) [16]. Signet is built on three key design principles.
To overcome challenge (i), it leverages Autonomous Systems
(ASes) along the notification packets’ forwarding path as
natural witnesses. ASes already mediate packet delivery and
are implicitly trusted by both the notifier and recipient for
transport, and their geographic and topological distribution
contributes to load balancing and robustness. (ii) Signet lever-
ages these ASes’ border routers to generate a lightweight,
compact cryptographic proof of notification packet observa-
tion. To allow processing millions of notifications per sec-
ond and minimizing critical path latency, Signet employs a
TESLA-based broadcast authentication scheme [17], relying
solely on symmetric cryptography. (iii) Signet enables the
notifier to obtain a proof of notification that is verifiable
on-chain without requiring synchronous acknowledgments or
additional handshakes. Proofs are transmitted asynchronously
to the notifier, who later submits them to a smart contract for
arbitration.

Together, these design principles make Signet compatible
with existing decentralized trust models by leveraging existing
trust relationships between participants, and operate at wire
speed by embedding the proof generation process into the
network fabric and decoupling it from application logic.

We implement a prototype of Signet and evaluate it in a
controlled environment. Our results show that Signet supports
gigabit-scale throughput while adding only negligible latency
on the order of microseconds. It imposes minimal computa-
tional overhead on participating ASes.

In summary, this paper makes the following contributions.
• We identify transit ASes as natural witnesses for attesting

packet-level notifications.
• We propose Signet, a new protocol for verifiable proof

of notification, combining this observation with the
lightweight TESLA protocol. To enable this combination,
we design a secure scheme for using TESLA-based
authentication, tailored for efficient proof generation by
ASes and asynchronous on-chain verification. We design
Signet with a focus on deployability in existing infrastruc-
tures and integration with modern blockchain systems.

• We present a structured security analysis of Signet,
demonstrating its resistance to arbitrarily Byzantine ad-
versarial behaviors of end entities.

1Our system is named Signet (a small seal, often on a ring) to evoke the
idea of a witness affixing a cryptographic evidence of having observed a
notification, similar to a signet’s impression.

• We implement a Signet prototype and evaluate it in a
realistic environment. Signet introduces negligible latency
and supports gigabit-scale throughput by handling mil-
lions of notifications per second, with minimal computa-
tional overhead.

II. MOTIVATION AND BACKGROUND

We first motivate the need for Signet as a system for gen-
erating and recording verifiable, timely proofs of notification.
We then motivate its key design principles, including the use
of transit ASes as witnesses, PAN for routing, and TESLA for
authentication.

A. From Altruistic to Paid Notifications

In blockchain ecosystems, unlike full nodes that store the
entire blockchain history and validate every transaction, light
clients (e.g., a Crypto wallet) interact with the blockchain
while maintaining only minimal local state. Instead of storing
and processing the full ledger, light clients rely on data
providers, including full nodes, Remote Procedure Call (RPC)
servers, and indexers, for state information and cryptographic
proofs to verify transactions without maintaining full history.
In common polling-based architectures, light clients repeatedly
query these providers to retrieve missing state updates or
validate transactions.

This model places a burden on full nodes, which must re-
spond to potentially large volumes of read requests. Full nodes
traditionally serve light clients without direct compensation,
assuming their stake in the network’s success is sufficient mo-
tivation. However, this rationale is increasingly unsatisfactory
for several reasons. First, it is vulnerable to a tragedy of the
commons, where individual incentives undermine collective
benefit. Second, the continued provision of services to light
clients is largely due to inertia—full node operators have not
modified the default code, which is usually maintained by
validators. Third, while serving numerous light clients was
economically viable in low-throughput blockchains, increased
throughput has rendered this cost prohibitive for full node
operators.

Polling also struggles in contexts where timeliness is criti-
cal; delayed or missed notifications can cause significant finan-
cial loss, especially when state updates occur unexpectedly and
polling queries are too infrequent. For example, a trader using
automated strategies to monitor and react to price updates
on a decentralized exchange, a borrower protecting collateral
from liquidation when it falls near a threshold, or a settlement
service finalizing cross-chain transfers can all suffer missed
opportunities or immediate financial losses if notifications
arrive late. In such cases, a push-based, asynchronous notifica-
tion mechanism becomes more efficient, where the full nodes
actively inform the interested party when the desired state
change occurs. However, much like frequent polling, this per-
event approach imposes even greater workload on full nodes,
requiring appropriate compensation to ensure reliable service.
To compensate for the workload of handling notifications, full
nodes may require light clients to subscribe on a paid basis.



B. The Need for Proof of Notification

A paid subscription model necessitates mechanisms to en-
sure that full nodes dispatch all promised notifications. One
approach involves full nodes placing a deposit and receiving
a fee from light clients. Should a notification fail to be sent
within an agreed time, light clients would be entitled to reclaim
the deposit. This approach requires clear accountability. When
a dispute arises, the notifier must be able to provide evidence
that the notification was sent (proof of notification). Failure to
do so entitles the light client to compensation for a service-
level agreement (SLA) breach. A dispute resolution entity is
also needed to verify the evidence.

A proof of notification must meet key requirements: it
should be independently verifiable, ensure authenticity, non-
repudiation, and resist forgery. Additionally, it must sup-
port high throughput and scale efficiently without imposing
significant computational overhead. Naı̈ve approaches, such
as requiring recipients to send signed acknowledgments, are
impractical since clients may be offline, experience connec-
tivity issues, or even maliciously deny having received the
notification. A trusted third party (TTP) could issue proofs,
but identifying entities that are simultaneously trustworthy,
efficient, and scalable is challenging.

To address these limitations, we propose leveraging transit
ASes as natural witnesses. ASes are already trusted to forward
traffic, and their involvement avoids introducing new trust
dependencies. Selecting transit ASes for proof generation re-
duces the risk of bottlenecks or targeted attacks, as congestion
and DDoS attacks typically occur at the network edges rather
than in the core [18]. Furthermore, with multiple witness
ASes available along a path, an adversary would need to
compromise or disrupt several independent entities to suppress
the notification or its proof. However, achieving scalability
while generating cryptographically secure, verifiable proofs for
every notification remains a substantial challenge.

C. Use Case

To illustrate the practical applicability of Signet, consider
the scenario of Alice, a blockchain light client user who
operates an automated trading bot on a decentralized exchange.
Alice relies on timely notifications about asset price changes
and transaction finalizations to execute profitable trades and
protect her positions from potential liquidation events.

In traditional settings, Alice would face a stark choice
between two extremes. (i) High-stakes, ultra-low-latency users
(e.g., in high-frequency trading or arbitrage scenarios) that op-
erate a dedicated full node to bypass the network transmission
delay of notifications, guarantee the fastest and most reliable
access to blockchain events, regardless of cost. (ii) Low-value,
less latency-sensitive users (e.g., retail investors monitoring
their wallet balances or users awaiting confirmation of non-
urgent transactions) might be content to occasionally poll pub-
lic RPC endpoints or rely on opportunistic free notifications,
tolerating delays or occasional missed events.

However, many practical users fall between these extremes.
Alice handles transactions where missed or delayed notifi-

cations could result in meaningful, though not catastrophic,
financial loss. She and similar users are willing to pay a
reasonable fee for timely delivery, but running a full node
is economically unjustifiable.

Examples of such scenarios include delayed order execution
on a decentralized exchange, missing the settlement of an
NFT auction, submitting collateral deposits too late to avoid
liquidation, or failing to promptly confirm business payments
conducted in cryptocurrency. In these cases, timely notifica-
tions help users avoid meaningful financial loss, even though
the potential consequences are not catastrophic. They also
allow users to minimize losses or maximize profit by enabling
quicker reactions to on-chain events.

Signet provides an attractive middle-ground solution. Alice
selects from multiple competing notifiers that offer notification
services backed by on-chain deposits and explicit service-
level agreements (SLAs). She subscribes to notifiers who
are contractually obliged, through staked collateral, to send
notifications promptly for specific events (e.g., DEX swaps,
oracle price updates, or impending liquidations). If a notifier
fails to send a timely notification, Alice, if proven correct, can
claim the notifier’s deposit as compensation for the broken
SLA. This economic model incentivizes notifiers to maintain
a high level of service while providing Alice with recourse in
the case of missed or delayed notifications. The deposit-and-
dispute approach should be economically sustainable for both
parties. For Alice, subscription fees are lower than the cost of
operating her own full node and still guarantee better service
and legal recourse than best-effort notification. For notifiers,
serving many such clients is profitable as long as they maintain
SLA compliance and deposits are calibrated, ensuring that,
for example, they are not excessively penalized in rare cases
of failures or errors. Additionally, Alice can select multiple
notifiers in parallel or switch providers at will, fostering a
competitive market for notification services.

D. From Forwarding to Witnessing a Packet
A central insight in Signet’s design is the repurposing of

ASes along the network path from mere forwarders of data
packets to impartial witnesses that generate verifiable proofs
of notification. Unlike traditional approaches, which rely on
either application-layer third parties or recipient acknowledg-
ments, Signet leverages entities that already mediate data
delivery in the network. The transition from simple forwarding
to accountable witnessing raises several important questions:
(i) Why should ASes be trusted to serve as witnesses? (ii)
What incentives do they have to participate? and (iii) How is
this new role compatible with their existing operations?

(i) Trust. In practice, notifiers and recipients (e.g., blockchain
nodes and clients) implicitly trust on-path ASes to forward
their packets correctly. By virtue of this existing trust, ASes
are natural candidates for attesting to the fact that specific
packets have traversed the network at a particular time.

Moreover, in Signet, misbehavior by a witness is detectable
by notifiers or recipients, who can disregard unreliable ASes
for future notifications. The trust model thus becomes more



distributed, with misbehaving or non-participating ASes sim-
ply bypassed in favor of others willing to participate and fulfill
their witnessing commitment. Furthermore, leveraging multi-
ple, topologically diverse witness ASes increases robustness.

(ii) Incentives. While forwarding packets is a core business
of ASes, actively generating and returning proofs of packet
observation is a new value-added service. The incentives for
ASes to participate in witnessing are twofold:

Monetary reward: ASes can charge nominal fees for proof
services, opening new revenue streams in the evolving Internet
infrastructure economy. The design of such payment and
pricing mechanisms, however, is largely orthogonal to Signet’s
core design.

Competitive differentiation: Offering verifiable notification
services can make ASes more attractive to customer ASes
and service providers that desire higher-tier support and ac-
countability. The market for such services is reinforced by the
growing demand for reliable and auditable cross-domain event
notifications.

(iii) Minimal Overhead. For widespread adoption, the wit-
nessing function must introduce negligible complexity or
operational disruption to ASes. The overhead for ASes is
intentionally kept minimal in Signet: TESLA-based proof gen-
eration is computationally inexpensive and can be performed
at wire-speed without altering normal forwarding behavior.
Additionally, since Signet relies on Path-Aware Networking
(PAN) [19], the selection of ASes as witnesses is flexible,
supporting gradual rollout as more ASes opt in.

E. Background

Path Control with Path-Aware Networking. Path-Aware
Networking (PAN) is a network architecture that gives end
hosts visibility into and control over the paths their packets
take [19]. Unlike today’s Internet, where routing is hop-by-
hop and largely opaque to endpoints, PAN enables hosts to
explicitly select from a set of available end-to-end paths. While
our design is not tied to any specific PAN architecture, we
select SCION [20] for our data plane implementation. SCION
has the advantage of being already deployed and operational in
real-world production networks, with a mature implementation
[21]–[23]. Moreover, SCION includes extensions that allow
network-layer source authentication: namely SPAO [24] and
EPIC [25].

TESLA for Efficient Authentication. The TESLA (Timed
Efficient Stream Loss-tolerant Authentication) protocol [17]
is an authentication scheme designed for environments where
computational and bandwidth efficiency are critical. Instead
of relying on expensive public-key operations, TESLA uses
symmetric message authentication codes (MACs). TESLA
divides time into intervals (i), each associated with a secret
key Ki, known only to the sender. Ki is used to compute
MACs during time interval i, but it is only disclosed after a
certain delay. While this delays verification, once the key is

disclosed, receivers can confirm both the key’s legitimacy and
the message’s authenticity (see details in Appendix A).

TESLA is not a digital signature scheme and lacks inherent
non-repudiation, since any party can forge valid MACs after
key disclosure. However, in conjunction with a trusted times-
tamping service such as a blockchain, TESLA can achieve
non-repudiation [26]. Specifically, if a TESLA-authenticated
message is irrevocably recorded on-chain prior to the dis-
closure of the corresponding key, its origin and authenticity
become verifiable and tamper-resistant. This requires loosely
synchronized clocks with a known maximum offset to en-
sure message commitment precedes key disclosure. TESLA’s
lightweight authentication make it well-suited for systems
requiring a high-throughput authentication scheme.

III. SYSTEM MODEL

This section presents our system model, detailing its key
components, underlying assumptions, the adversary model,
and the design goals.

A. Key Components

Notifier. A full blockchain node that monitors the chain for
relevant on-chain events and sends corresponding off-chain
notifications to subscribed recipients. The notifier receives
payments for its services and locks a deposit on-chain as a
commitment to a timely and verifiable notification service.

Recipient. A blockchain client that subscribes to one or more
event types and pays notifiers for timely notification. In case
of a breach, i.e., when a notification is not sent on time, the
recipient can initiate a challenge to claim the notifier’s deposit.

Witness. A trusted network entity, specifically, an AS, posi-
tioned along the path between the notifier and the recipient.
It observes notification packets in transit and generates times-
tamped lightweight proofs and returns them to the notifier.

Dispute Resolver. A smart contract deployed on the
blockchain that resolves disputes regarding notification. It
keeps relevant state about subscriptions, deposits, and com-
mitments. Upon a recipient’s claim of a missed notification,
the contract verifies submitted proofs and corresponding times-
tamps to determine whether the notifier fulfilled its obligation.
Based on the outcome, it either releases the notifier’s deposit
or transfers it to the recipient.

B. Design Goals

Signet is designed to achieve the following goals: (G1:
High Throughput) supporting gigabit-scale workloads. (G2:
Low Latency) introducing negligible latency (on the order
of microseconds) to the critical path of message delivery.
(G3: High Scalability) scaling to the number of participants
and messages, such as the witness handling on the order of
≈ 100M packets per second. (G4: Compatibility) aligning
with the trust assumptions of current decentralized systems
by relying on entities already trusted in the network, and
supporting incremental deployment. (G5: Accountability)
providing publicly verifiable, unforgeable, and non-repudiable



cryptographic proofs, allowing attribution of misbehavior and
resolution of disputes.

C. Assumptions and Threat Model

We assume that the blockchain executes smart contracts
correctly, and that its clock provides reliable timestamps for
enforcing SLAs, as do the routers’ clocks. Notifications and
proofs traverse the network within a bounded delay ∆, and a
proof can be submitted on-chain within a bounded delay. For
each notifier-recipient pair, there exists at least one mutually
trusted witness AS. We assume a loose time synchronization,
as required by TESLA [26]. TESLA-based MACs are unforge-
able and, in conjunction with on-chain timestamped anchoring,
provide non-repudiation.

We also assume that a notifier or a recipient can act
arbitrarily Byzantine. Mutually trusted witnesses are honest
but can be faulty; that is, they can fail to provide a notifier with
a valid proof of an observed notification. This assumption is
strictly weaker than assuming that all ASes are honest: it only
requires that the ASes mutually trusted by both the notifier
and the recipient behave honestly. Such a witness may still
make mistakes, but will not deliberately favor either side or
be susceptible to bribery.

We assume that there is at least one non-faulty witness
for a given notifier-recipient pair, which generally holds in
diversified, global Internet topologies, but is less robust in less
connected settings. No adversary can prevent the delivery of
a message within the bounded delay of ∆.

D. Security Goals

Signet ensures the following security properties in the
presence of arbitrarily Byzantine notifiers and recipients: (I)
No Byzantine recipient can claim the deposit of an honest
notifier. (II) An honest recipient can always claim the deposit
of a misbehaving Byzantine notifier. A misbehaving notifier
avoids sending a notification for a subscribed event within the
SLA-defined time bounds. (III) A faulty witness is detectable
by notifiers. (IV) A false notification (i.e., a notification for a
non-existing event) is detectable by recipients.

IV. SIGNET DESIGN

A. Overview

Figure 1 shows an overview of Signet. In step 1 , Witness
ASes register on-chain with the Signet smart contract, and, at
each key-release interval, append their current released key.
2 A notifier creates an on-chain profile that records its SLA,
trusted witnesses, and the deposit. 3 A recipient subscribes to
that profile, specifying its address, events of interest, and its
trusted subset of the profile witnesses. 4 When a subscribed
event occurs, the notifier emits a notification packet along a
path that traverses at least one of the mutually trusted witness
ASes, leveraging the path control of PANs. 5 A router in a
witness AS observes the packet, timestamps it, computes a
MAC using its current TESLA key, and returns that proof to
the notifier. 6 The notifier aggregates proofs from each AS
within a batching window, computes each batch’s Merkle root,

and submits the roots on-chain before the corresponding keys
are disclosed. 7 If the recipient detects a missed or delayed
notification, it can create a challenge to claim the notifier’s
deposit. 8 The notifier has a limited time window to dispute by
presenting the proof and the Merkle path. 9 The smart contract
verifies the proof against its stored states. The challenge will
be either rejected (if the dispute is valid) or the deposit will
be claimed and collected by the recipient.

B. Design Details

Figure 2 summarizes the Signet smart contract, listing its
state variables and functions. Below, we describe Signet’s
design in detail.

Step 1 : TESLA Key Registration by Witnesses. ASes that
want to serve as witnesses register on-chain with the Signet
smart contract. Each witness invokes create as tesla keys(),
specifying a key rotation interval, to create an AsTeslaKeys
object, including a key list initialized with witness AS’s first
TESLA symmetric key. Witnesses are uniquely identified on-
chain by the ID of their AsTeslaKeys object. At the end of each
key release interval, the witness appends its currently released
key to the existing key list, timestamped with the current time.
The smart contract only allows the owner of the AsTeslaKeys
object to add keys.

Step 2 : Notifier Profile Creation and Deposit Funding.
A notifier creates a profile through create notifier profile(),
specifying:

• ID: Identifier of the profile object.
• fee: Subscription fee charged to recipients.
• address: Profile owner’s (notifier’s) blockchain address.
• SLA: Service-level agreement, that is, the maximum noti-

fication delay of δ milliseconds after the block containing
the subscribed event is published.

• timeout: Time window for the notifier to dispute a recipi-
ent’s challenge by providing proof of on-time notification.

• witnesses: Set of trusted ASes that will generate verifiable
proofs when they observe notifications.

• deposits: Funds staked by the notifier to guarantee timely
notification. Recipients may claim these funds if the
notifier fails to meet the SLA.

• IP: The IP address of the notifier.
After creating the profile, the notifier funds the deposits of
its profile with a certain amount of blockchain coins via
add deposit() to back the agreement.

Step 3 : Subscription and Path Setup. A recipient subscribes
to a notifier’s profile using subscribe to notifier(), selecting a
specific set of events (event set), for which it wants to receive
notifications, and a subset of the witnesses in the profile,
as its mutually trusted witnesses (mutual witnesses) with the
notifier. The smart contract binds the recipient’s on-chain
address and selected events with a deposit. The recipient’s
address is derived from the transaction’s sender address, as
specified in the transaction context (ctx). The recipient also
specifies its IP address as the notification destination, and
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Fig. 1: An overview of Signet, with the arrows showing the sequential main steps.

State Variables
AsTeslaKeys: ID, interval, owner, keys
Deposit: ID, amount, event set, recipient
NotifierProfile: ID, fee, address, SLA, timeout, witnesses, deposits, IP
ProofTree: ID, Merkle root, ts
Challenge: ID, profile, deposit idx, event, ts

Functions
create notifier profile(fee, address, SLA, timeout, witnesses, IP, ctx)
add deposit(profile, amount, ctx)
subscribe to notifier(profile, event set, mutual witnesses, coin, ctx)
register proof(Merkle root, clock, ctx)
create challenge(event, profile, deposit idx, clock, ctx)
dispute challenge(challenge, clock, profile, as idx, as tesla keys,
as key idx, proof tree, mac, Merkle path, obs ts)
claim deposit(challenge, profile, deposit idx, clock, ctx)

Smart Contract

Fig. 2: The Signet smart contract, including the state variables and functions.

each time the address changes, it must append the new IP,
analogous to how witnesses add TESLA keys on-chain. Signet
then leverages PAN’s source-based path selection to choose an
end-to-end path that includes at least one of these witnesses.

Step 4 : Notification Transmission. When a subscribed event
occurs, the notifier generates a notification packet including
headers, a payload containing the notification, and a place-
holder for the notification proof (to be filled by the witness).
Without loss of generality, we set the payload to the event
ID, i.e., the identifier of the corresponding event object. The
notifier sends this packet through the selected path.

Step 5 : Proof Generation by Witnesses. Upon observing the
notification packet, a router in a designated witness AS records
the current time as the observation timestamp. It then concate-
nates the source address (n adr), destination address (r adr),
the payload of the packet (notif ) and the timestamp (ts). It then
computes a MAC over the result, using the current interval’s
TESLA key: proof MAC=MAC(key, n adr||r adr||notif||ts).
The witness AS returns the proof MAC and timestamp to the
notifier as a verifiable proof of notification, filling the packet’s
placeholder reserved for the proof. Witness ASes send these
proofs via the network-layer source authentication extensions.

Step 6 : Proof Collection and on-chain submission. Upon
receiving a proof, the notifier uses the source authentica-
tion extension to verify source authenticity and confirm it
originated from a valid witness AS, preventing adversarial
forgeries. This step is necessary to avoid submitting fabricated
proofs from adversaries. Rather than submitting each proof
immediately, the notifier aggregates received proofs from a
certain AS over a batching window that closes before the
current TESLA key is disclosed. At the end of the batching
window, the notifier constructs a Merkle tree per witness
AS with the collected proofs as leaves. It submits only the
root hash of the Merkle tree to the smart contract using
register proof() before the key release. The root is recorded
on-chain as a ProofTree object, including the Merkle root and
a timestamp representing the blockchain clock at submission
time. Once the corresponding TESLA key to a time interval is
later released on-chain by its owner AS, the notifier can use
that key to verify the validity of the proof and detect a faulty
witness. As long as one of the selected witnesses functions
correctly, the notifier can obtain a valid proof.

If the notifier does not receive any proof following a
notification transmission, it can retransmit the notification,
preferably through alternative paths that traverse one or more
trusted witness ASes. This requires δ to be at least multiple
RTTs to the witness, allowing for multiple retransmissions if
required. This retransmission is independent of the underlying
transport’s retransmission mechanism, which persists until an
acknowledgment is received or the connection is dropped.

Step 7 : Challenge Creation. Since the recipient does not
receive a missed notification, it can only detect such a failure
retroactively. To detect such occurrences, the recipient can oc-
casionally query a trusted source, such as a blockchain indexer,
to verify whether it has received all subscribed notifications on
time. If a discrepancy is found, indicating a missed or delayed
notification, the recipient may initiate a challenge to claim the
notifier’s deposit. To do so, the recipient submits a Challenge
to the smart contract using create challenge(). The challenge
references the on-chain event object (event) for which the
notification was not received on time. It also indicates the
challenged notifier profile, and the index of the corresponding
deposit (deposit idx). The smart contract ensures that the



referenced on-chain event and notifier profile are valid and
that the subscribed event set covers the referenced event. If
both conditions are met, it timestamps the challenge with the
current clock time and records it on-chain.

Step 8 : Challenge Dispute. Once a challenge is created,
the notifier has a limited time (the timeout attribute in the
notifier profile) to dispute it. To dispute, the notifier sub-
mits the corresponding proof along with the Merkle proof
(Merkle path). The notifier also includes the index of this
witness AS among the trusted witnesses (as idx), a reference
to the AS’s AsTeslaKeys object (as tesla keys), the corre-
sponding TESLA key interval index (as key idx), a reference
to the submitted Merkle root with its timestamp (proof tree),
and the observation timestamp (obs ts).

Step 9 : Verification and Deposit Claim. According to the
challenge and the dispute, the smart contract verifies:

• Trusted Witness: The witness is valid; that is, the AS
alleged to have generated the MAC was declared in the
notifier profile.
The smart contract checks whether the owner of the
as tesla keys object is the same as the AS determined
by the as idx among the witnesses in the profile.

• Merkle root: The proof is correctly included as a leaf
under the committed Merkle root. The proof along with
the Merkle path must match the Merkle root in the
proof tree object.

• MAC Correctness: The MAC in the proof is correct.
The smart contract fetches the TESLA key, at the interval
index as key idx from as tesla keys, and the notification
message payload from the referenced event object. It also
fetches the notifier and recipient IP addresses from the
profile. Then, verifies that the MAC is generated by the
correct key and for the correct message with the correct
observation timestamp (obs ts).

• Key freshness: The Merkle root was committed on-chain
before the key release: proof tree ts ≤ key release time,
with key release time derivable from as tesla keys.

• On-time notification: The proof was submitted on time.
The observation timestamp (obs ts), included by the
witness in the proof, does not exceed the timestamp of
the event object plus the agreed-upon delay bound δ as
SLA in the notifier profile: obs ts +δ ≤ proof ts.

• Challenge not expired: challenge ts + timeout < dis-
pute ts.

If the notifier’s dispute is accepted, the smart contract
drops the challenge. Note that recipients are not penalized
for raising incorrect challenges, as failures may arise from
factors beyond their control (e.g., last-mile issues, congestion).
If a challenge is not resolved before its expiration time
(timeout), the corresponding deposit becomes claimable. When
the recipient claims the deposit, the smart contract verifies that
the timeout has elapsed and subsequently transfers the deposit
to the recipient’s balance. Both the deposit and challenge
objects are then removed from the blockchain. While our
design applies the same deposit penalty for both missed and

delayed notifications, more complex SLAs are possible; for
example, the penalty for a delayed notification could be a
fraction of the deposit, proportional to the delay duration.

C. Design Goal Fulfillment

We revisit the design goals listed in §III-B and outline how
Signet satisfies each of them:

High Throughput. The symmetric-key cryptography (MAC)
used in TESLA offers significantly lower computational over-
head than public-key signatures. As a result, proof generation
by ASes only requires hashing, timestamping, and MAC com-
putation, which are lightweight and can be executed at line rate
on modern routers. On the notifier’s side, aggregating proofs
into Merkle trees and committing a single root hash once
per TESLA interval keeps the on-chain submission overhead
constant regardless of notification volume. This ensures that
on-chain proof submission does not limit overall throughput.
Recipients perform no cryptographic work when receiving
notifications, preserving system-wide performance. They only
store notifications until cross-checking with an indexer for
discrepancies against on-chain events, after which they can
be discarded. This adds no overhead to the critical path of
proof delivery.

Low Latency. By embedding witnesses directly on the se-
lected AS-level path, Signet eliminates additional round-trips
for proof exchange, ensuring minimal delay added to the
critical message path. At the witness, although each packet un-
dergoes hashing, timestamping, and MAC computation before
forwarding (no additional storage for routers), these operations
add only microseconds of processing delay, making the end-
to-end notification latency effectively indistinguishable from
that of standard packet forwarding.

High Scalability. In Signet, witnesses maintain no per-
recipient state: they simply compute TESLA MACs at line
rate, allowing them to support an increasing number of recip-
ients. Moreover, because recipients and ASes are geographi-
cally and topologically diverse, proof-generation load naturally
distributes across different witnesses. Each notifier constructs
the Merkle tree of proofs per witness off-chain, ensuring
that the on-chain proof submission overhead stays constant
regardless of the number of recipients and notifications. The
smart contract, however, needs to manage more subscriptions
and potential dispute claims as the system grows; thus, Signet’s
overall scalability also depends on the underlying blockchain’s
scalability.

Accountability. Signet notification proofs are protected by
cryptographically secure MACs derived from one-way func-
tions, ensuring unforgeability and integrity. Time-stamped
key disclosures anchored on-chain provide non-repudiation,
enabling reliable dispute resolution.

Compatibility. The system builds on existing trust in ASes for
reliable packet forwarding, and extends this trust to notification
proofs. Meanwhile, notifiers can independently verify proofs
upon key disclosure, enabling exclusion of faulty witness



ASes. By supporting multiple witnesses, Signet decentralizes
trust further and increases fault tolerance. Furthermore, Signet
is incrementally deployable: even with only a few Signet-
enabled witness ASes, any notifier-recipient pair with at least
one path that passes through one or more of these ASes can use
Signet. Moreover, witnesses are incentivized to participate as
providing this service can make witness ASes more attractive
to their customer ASes, offering a value-added feature.

D. Security Analysis

We show that Signet ensures the security properties de-
scribed in §III-D.

Property I: No Byzantine recipient can claim the deposit
of an honest notifier.

A Byzantine recipient R attempting to obtain a notifier’s
deposit may try to either submit a false challenge or frame
the notifier to commit an incorrect proof.

1) Let R attempt to submit a false challenge claiming that
a notification for event e was not transmitted on time by
notifier N . Two cases arise:

a) Event e does not exist on-chain: the smart contract
rejects challenges for non-existent events on-chain.

b) Event e exists on-chain: An honest notifier obtains a
valid proof P for sending a notification for event e,
given that there is at least one non-faulty witness on
the notification path from the notifier to R. Proof P is
timestamped by the witness and bound to TESLA keys
via cryptographic MACs, ensuring that any challenge
can be correctly disputed by the notifier.

2) Let R attempt to impersonate a witness by sending the
notifier a fabricated proof to get the notifier to commit
this bogus proof on-chain. The use of source authen-
tication in Signet ensures that only untampered proofs
from legitimate witnesses are accepted by the notifier.
This prevents spoofing, particularly during the vulnerable
window before the current TESLA key is disclosed, when
TESLA-based authentication is not yet possible.

Property II: An honest recipient can always claim the
deposit of a misbehaving Byzantine notifier.

Let a notifier N be a misbehaving Byzantine notifier,
avoiding a timely notification of a subscribed event by:

1) Omitting the notification: Since N can not obtain a valid
proof from witnesses without sending a notification and
due to the unforgeability and non-repudiation of TESLA
MACs in Signet, N cannot dispute the corresponding
challenge with a valid proof and loses the claimed de-
posit.

2) Delaying the notification: Each proof P includes an ob-
servation timestamp obs ts and a MAC tied to the TESLA
key of the witness for the corresponding interval. Non-
repudiation guarantees that obs ts cannot be modified by
N , ensuring that the smart contract can correctly enforce
the SLA-defined time bound and charge N with the
deposit.
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Property III: A faulty witness is detectable by notifiers.
A faulty witness may fail to provide a notifier with a valid
proof for an observed notification. Once the corresponding
TESLA key is disclosed, the notifier can verify all proofs
of that interval and detect the faulty witness. The notifier
can avoid relying on witnesses that have produced missing
or invalid proofs in the future.

Property IV: A false notification is detectable by recipients.
Sending a notification for a non-existing event is not directly
penalized in Signet, but recipients can detect it by querying for
the blockchain inclusion proof of the event from an indexer
and avoid using notifier N in the future. Note that a double
notification is harmless for recipients, since recipients are not
charged per notification.

V. IMPLEMENTATION AND EVALUATION

A. Data Plane Evaluation

We implement and evaluate a proof-of-concept version of
the Signet router (the most performance-critical component
of our architecture) using Intel’s Data Plane Development Kit
(DPDK) [27]. Our goal is to demonstrate that high forwarding
performance can be achieved despite the additional overhead
introduced by Signet’s MAC computations, packet cloning,
and related operations. We integrate Signet as a module
within the SCION/EPIC router (Figure 3). Our evaluation
focuses specifically on the Signet module, as the performance
of the underlying SCION/EPIC router has been thoroughly
studied in prior work [25], [28]. Since extending a packet
with additional header fields at the router can be expensive, we
avoid this overhead by having the sender reserve space for the
notification proof and the timestamp in the original packet.
This design enables the router to insert the proof without
shifting (i.e., copying) packet data or increasing the packet’s
length. Preserving the original packet length is important,



as an increase could cause the packet to exceed the MTU
and be dropped. The notification packet thus consists of a
SCION header, an EPIC header, placeholders for the proof of
notification and the timestamp, and the full notification. The
proof is generated using HMAC-SHA2.

Measurement Setup. Our testbed includes two machines: a
commodity system equipped with an Intel Xeon 2.1 GHz CPU,
which runs our implementation of the Signet module , and
a Spirent SPT-N4U device, used both for traffic generation
and throughput measurement. The two machines are intercon-
nected via a bidirectional 40 Gbps link.

Results. Figure 4 shows the processing performance of the
Signet module in mega-packets per second (Mpps). A single
core forwards about 1.6 Mpps for 16B notifications and 0.7
Mpps for 300B notifications. Throughput scales linearly with
additional cores: with 16 cores, forwarding reaches 8.5–17.4
Mpps across the same notification sizes. The high rate stems
from low per-packet processing overhead, roughly 0.6 µs for
16B and 1.4 µs for 300B. If even higher notification rates are
needed, additional CPU cores can be dedicated to the module
to sustain proportionally greater throughput.

B. Control Plane Evaluation

We implement the smart contract described in Figure 2
(§III-B) using Sui Move [29]. Signet is designed to operate
on high-performance blockchains; we select the Sui block-
chain [30] as a representative platform because it offers low-
latency transaction processing and native support for Move
smart contracts.

Our implementation consists of approximately 500 lines of
Move code (including tests). To ensure reproducibility, we
publicly release the complete source code2. We deploy the
smart contract on the Sui testnet to measure gas consumption.
At the time of writing (August 2025)3, each contract function
call costs less than 7,000,000 MIST (0.007 SUI), equivalent
to under 0.03 USD (August 2025). Most of this cost stems
from object creation, a portion of which can be refunded upon
object deletion (e.g., when a notifier successfully disputes a
challenge or a recipient redeems a notifier’s deposit). These
results indicate that both initiating and resolving disputes incur
negligible costs. Signet smart contract enables high scalability,
as the operations are parallelized across notifiers, recipients,
and witnesses. The regular operations, such as proof (Merkle
root) submission and key updates, are lightweight, and other
operations, such as challenge or dispute, are infrequent.

VI. RELATED WORK

Signet enables proof of notification by combining insights
from distributed witnessing systems and micropayment-based
approaches. As outlined in §III-B, Signet is designed to

2https://github.com/asonnino/signet-contract (commit 40eb556)
3The reference gas price in Sui is determined through a voting mechanism

that resets at the beginning of each epoch (approximately every 24 hours),
and may vary slightly between epochs.

achieve the following goals: (G1) support gigabit-scale work-
loads, (G2) introduce negligible latency to the critical path of
message delivery, (G3) scale with the number of participants
and messages, and (G4) align with the trust assumptions of
current decentralized systems, in addition to providing (G5)
accountability.

Distributed witnessing. Prior work [13], [31], [32] has ex-
plored distance-bounding techniques for geolocation, typically
involving a verifier sending a challenge and measuring the
response time from a prover. Although mainly applied to
geolocating entities [31]–[34], some efforts focus on proving
file location [13], [35], [36], which can be adapted to prove
that data reached a given location, making them relevant to
proof of notification. Notably, Benson et al. [35] and Watson
et al. [36] propose systems that enable a client to verify that
a file resides at a specific location. These designs scale well
and can achieve high throughput by avoiding expensive cryp-
tographic operations on the critical path; however, they require
witnesses to persist data on that path to answer future recipient
challenges. While that is acceptable in file-sharing (where
witnesses store files), it is unsuitable for providing proofs of
notification for ephemeral messages. Requiring disk access or
forwarding all messages to third parties introduces significant
latency, violating our low-latency goal G2. Furthermore, their
proofs are non-transferable—only the client can verify the
data location—so they cannot support decentralized, penalty-
enforcing environments, violating G4.

GoAT [13], an extension of Watson et al. [36] and a key
source of inspiration for Signet, addresses this challenge by
using external witnesses as timestamping servers. However,
it still requires witnesses to mediate all messages and apply
public-key cryptography on the critical path. While acceptable
for GoAT’s file-transfer use case, this overhead is a bottleneck
for Signet, violating G1 and G2.

Micropayments. Micropayments have been extensively stud-
ied in blockchain systems, primarily to enable fast, low-cost
transactions. In the context of Signet, they can be applied
through a design where the notifier delivers notifications
incrementally, and the recipient pays a micro-fee for each
received piece [8]. The aggregate of these micro-fees replaces
the subscription fee as described in §III. This approach inverts
the primary design decision of Signet: instead of enabling the
notifier to obtain a verifiable proof and allowing the recipient
to raise complaints, it ensures that the recipient only pays for
received notifications. This inversion introduces new design
challenges,where an honest notifier may not be compensated
for notifications sent to offline recipients, and a malicious
notifier could withold critical messages without risking a
deposit. Nevertheless, a key strength of this approach is its
compatibility with decentralized environments.

A wide range of payment channel designs exist [9], [37].
Traditional payment channels, such as the Lightning Net-
work [38], Sprites [39], CoinExpress [40], and Rapido [15],
allow users to open a channel and conduct multiple off-chain
transactions, settling only the final balance on-chain. These



systems avoid the need for witnesses but require recipients to
lock deposits on-chain and perform public-key cryptography
on the critical path for every message. While feasible for
sizable payments, this overhead creates a bottleneck, conflict-
ing with goals G1 and G2, and poses scalability challenges
in the high-throughput settings targeted by Signet, where
cryptographic operations on the notifier can limit performance,
violating G3.

Designing payment channels with trusted hardware [41],
[42] could alleviate the need for public-key operations and thus
achieve scalability. However, they come with the additional
trust assumptions of relying on trusted hardware. It is also
unclear whether requiring a payment for each message and
sustaining gigabit-scale workloads would not saturate the
trusted hardware and thus still fail goals G1 and G2.

Asynchronous payment systems like FastPay [43], As-
tro [44], and Brick [45] use BFT committees for fast, low-cost,
and horizontally scalable payments, eliminating per-message
public-key operations and easing throughput concerns. How-
ever, payments still require hundreds of milliseconds, so
implementing one payment per message would substantially
increase latency, violating the low-latency goal G2.

VII. DISCUSSIONS

Witness Distribution and Availability. With only a few
Signet-enabled witness ASes, any notifier-recipient pair with
at least one path through one or more of these ASes can
use Signet. However, a limited number of witnesses may
lead to long detours, added latency, and lower availability.
As more customers are attracted and business increases for
these ASes, other ASes will be motivated to join, in line with
Signet’s incremental deployability. As adoption grows and the
system reaches equilibrium, detours decrease, and coverage
broadens. With multiple trusted witnesses for each notifier-
recipient pair, robustness against faulty witnesses increases,
and both notifiers and recipients can choose from a larger set
of witnesses, with competition enhancing reliability.

Privacy Considerations. A limitation of Signet is that recip-
ients’ interests in specific blockchain events, as well as their
trusted AS witnesses, are committed on-chain when creating
subscriptions. While necessary for verifiable and dispute-
resolvable notifications, this public record can potentially
reveal sensitive user preferences or trust relations and pose
privacy concerns, especially for high-value or strategic users.

A possible mitigation is to retain public verifiability while
hiding subscription details behind commitments and zero-
knowledge proofs. An end host commits to a subscription
filter (defining its event set) by posting a commitment C on-
chain and privately sharing its opening with the notifier, which
verifies the commitment. In a challenge, the recipient provides
a zero-knowledge proof of knowledge of an opening of C
such that the disputed event is in the corresponding event set,
enabling the contract to verify coverage without learning the
filter. Implementing such a privacy-preserving subscription
method is a promising area for future enhancements of Signet.

Fault Detectability. In the case of witness faultiness, Signet
provides detectability instead of verifiability: if a witness AS
fails to provide a proof or issues a wrong proof, it is not
penalized on-chain, but its misbehavior is detectable, and
clients can avoid trusting it in the future. This approach
provides a lightweight but strong incentive for witnesses to
behave honestly, supporting the practicality of the system, and
aligning with the realities of Internet-scale deployment.

Compromised ASes. Signet’s security model is based on
the practical difficulty of attackers compromising network
witnesses (ASes), assuming witnesses are chosen judiciously
(i.e., large, well-placed ASes). For a malicious party to subvert
proof generation, they would need to control or compromise
such an AS, an operation that is both highly resource-intensive
and detectable.

Byzantine Witnesses. Our threat model assumes faulty, but
not Byzantine, witnesses, i.e., an AS may fail to return a proof
for a notification it observes, but not act maliciously. Such
failures are detectable, as explained in §IV-D.

A truly Byzantine witness, however, could also return
bogus proofs (e.g., colluding with recipients to claim notifiers’
deposits) or issue proofs for notifications it never observed
(e.g., colluding with notifiers to conceal missed notifications).
In the case of a bogus proof, the notifier will discover the
deception once the corresponding TESLA key is revealed and
can confirm that the authenticated proof was invalid. Despite
being too late to dispute on-chain, the notifier can choose to
stop trusting that AS in future interactions.

Similarly, if a witness consistently issues proofs for notifi-
cations it did not observe, the recipient may notice a pattern
of frequent failed challenges for the missed notifications
while involving the same witness. Over time, such trends can
signal misbehavior, allowing recipients to identify and avoid
untrustworthy witnesses.

VIII. CONCLUSION

This paper presents Signet, a novel protocol for verifiable
proof of notification that leverages transit ASes as natural
witnesses. By integrating the lightweight TESLA protocol with
the role of ASes as witnesses, Signet enables efficient proof
generation by ASes, supports asynchronous on-chain verifica-
tion of these proofs, and aligns with the trust assumptions and
requirements of modern blockchain systems. Signet achieves
non-repudiation for TESLA-based authentication through on-
chain proof anchoring and leverages this property together
with reliable AS and blockchain timestamping to resist Byzan-
tine adversaries. The evaluation of our prototype demonstrates
that Signet achieves high performance in realistic settings: a
single core can process more than one million packets per
second, while smart contract operations remain cost-efficient.
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APPENDIX A
TESLA BROADCAST AUTHENTICATION

TESLA divides time into fixed-length intervals (i), each
associated with a secret key Ki known only to the sender,
constructed with a one-way key chain:

Kn
F−→ Kn−1

F−→ . . .
F−→ K1

F−→ K0

where Kn is randomly generated, and F is a secure pseudo-
random function (PRF) that satisfies weak collision resistance.
For more security, a derived key K ′

i = F ′(Ki), where F ′ is
another PRF, is used to compute MACs during time interval
i, but Ki is only disclosed after a delay of d intervals.

For a message m sent during interval i, the sender includes
the MACK′

i
(m). The receiver buffers (m,MACKi(m)) until

Ki is disclosed. At this point, the receiver can calculate the
previous key K ′

i−1 as:

K ′
i−1 = F ′(F (Ki))

and verify the authenticity of packets of interval i − 1.
Additionally, it can recover any previous key:

K ′
v = F ′(F i−v(Ki)),

where F i−v denotes i− v applications of F .
By relying on symmetric key cryptography and scheduled

key release, TESLA achieves lightweight authentication suit-
able for high-throughput scenarios.


