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Prototype

§ Hardware Implementation
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Server Wearable Beacon
£33.25 £4.89 £4.89

Financial Cost

Program Memory Dynamic Memory
Wearable 20.080 KB 284 B
Beacon 14.422 KB 196 B

Memory Usage

Server Wearable Beacon
~ 1 W < 150 mW < 150 mW

Power Consumption
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§ Performances & Resource Analysis

Operational Range
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§ Performances & Resource Analysis

Sensibility to Radio Interferences
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Towards an Industrial System

§ Wearable’s Printed Circuit Board
21/08/16 03:07
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Conclusion & Further Directions

§ What did we talked about ?
§ An architecture for secure wearable devices
§ Prototype and extensive testing
§ How to build industrial system from prototype

§ The main things I learnt :
§ Security is expensive – This is not a joke !
§ Do test (a lot) your prototype
§ Really consider the target hardware

§ What’s next ?
§ Build an industrial system from the prototype
§ Add a revocation mechanism
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Extras. RF Positioning System

§ How does it works ?
§ Each beacon emits a signal with its name
§ The user detects it
§ localisation within a map

§ Advantages :
§ Cost-effectiveness
§ Unremarkable hardware
§ Flexible
§ Works where other systems do not have signals

§ Drawback:
§ Need security measures (signed messages, …)
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beacon 2

start

end



Extras. Prototype Implementation (Details)

§ Software & Libraries
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Extras. Prototype Implementation (Details)

§ Server & Beacon Implementation
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Extras. Prototype Implementation (Details)

§ Wearable Implementation
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Extras. Potential Attacks

§ LNA Based Attack

§ Exploiting the Temperature Fault
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Extras. Potential Attacks

§ Man-In-The-Middle
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§ Denial of Service (DoS)

while (not RX_TIMEOUT)
if (first load received)

while (not RX_TIMEOUT)
if (second load received) 
{

[perform some actions]
return

}
return

NEW

University College London (UCL)

Note that the advantage of using raw radio waves instead of Wi-Fi is that it forces the adversary to

come close to the victim to perform the DoS attack, contrarily to the general case scenario where the

attacker can safely stay home and operate through the internet. Being aware of the high sensibility

of embedded systems against DoS attacks [32], this is one of the main reasons why the RF 2.4GHz

waves have been emphasised during this project.

G.5 Potential Attacks and Mitigations - Optimal Timeouts Values

An optimal RX timeout value can be compute by observing the box plots in Figs.(3.17) and (3.18)

of section 3.3.4. Indeed, a possible solution consists in choosing the value RX TIMEOUT as follows:

RX TIMEOUT =
Q3

n
RX

(13)

where Q3 is the statistical third quartile and n
RX

is the number of RX timeouts involved in the

method. In fact, choosing the RX timeout as shown in Eq.(13) guarantees a success rate of about

75%. For instance, the box plot of the method check credentials indicates to choose a RX timeout

of

RX
check cred

=
984

2
= 492ms (14)

Therefore, after this optimisation, the attacker will need to send (7+k) bytes every 984 ms (on

average, (14+2k) bytes very 2 s) to keep the server busy, which requires an investment of twice more

resources than before.

Unfortunately, the TX value has to be determined empirically. Its purpose it to mark a transmitter’s

delay between each sent packet in order to be sure the receiver got it. This value will therefore strictly

depend on the quality of the radio channel and of the receiver’s hardware.
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