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System’s Architecture

" Credentials’ Presentation
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System’s Architecture

" Action’s Execution
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Prototype

® Hardware Implementation
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Prototype

® What has actually been built

C WEARABLE

- login .
. - login
- manage credentials - .
. - display credentials
- manage users & devices

/'f encrypted and authenticated
]

- update location

! .
@ - show credentials /’ authenticated
5 @ anonymous

WEBSITE

Wi-Fi, Ethernet, ...

- { SERVERBEACON | |....... radio waves

- issue credentials
 update credentials

@ SERVER - show credentials
% q ... Showcredentials = ;

&——@ shortrange

<4—> longrange

EXT. ENTITY

N
«
A
]
1
]
]
10
X
1 @
0
c
1 -
|m
[
10
=
o
]
=
]
1
]
1
]
N
]
1
]
1




Prototype

® Performances & Resource Analysis
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® Performances & Resource Analysis
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® Performances & Resource Analysis
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® Performances & Resource Analysis
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Towards an Industrial System

PCB Front Side

PCB Back Side
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® What did we talked about ?

® An architecture for secure wearable devices
" Prototype and extensive testing
" How to build industrial system from prototype

® The main things | learnt :
" Security is expensive — This is not a joke !
" Do test (a lot) your prototype
¥ Really consider the target hardware

® \What's next ?

® Build an industrial system from the prototype
® Add a revocation mechanism
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Extras. Web Interface

® Login
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" Admin Panel
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Extras. Web Interface

" User Panel

5| i alfcorp.no-ip.info ¢ (4] th O | |8

Concepts References

Welcome userd4test !

User Attributes Admin
user4test ml =5 No
alberto.sonnino@skynet.be m2 = 15



Extras. RF Positioning System

" How does it works ?

% Each beacon emits a signal with its name

" The user detects it
" localisation within a map

" Advantages :

" Cost-effectiveness
" Unremarkable hardware
" Flexible

start

tai)n 1
\ =T~

" Works where other systems do not have signals

" Drawback:

® Need security measures (signed messages, ...)




Extras. Prototype Implementation (Details)

" Software & Libraries
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Extras. Prototype Implementation (Details)

" Wearable Implementation

ping else
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cred. received

send
ping pong
received

location
received

cred.
refused

(sign. verified) &&
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cred.
accepted /
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Extras. Potential Attacks

" LNA Based Attack
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Extras. Potential Attacks

¥ Man-In-The-Middle

1. sync (location
< ( )

P

-" Y

2. challenge > M |TM
nRF = ]'+ : . . 1
— CPU ! 44. sign (location)
24 [sP |
S H _____ + 5. show credentials >
fast communication
channel
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® Denial of Service (DoS)

Vulnerable Pseudo-code

while (not RX TIMEOUT)
if (first load received)
while (not RX_TIMEOUT)
if (second load received)

{
[perform some actions]
return
}
return
Mitigation
RX_TWRAE()UT'::—QEL

nNRX




