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Motivation

® Blockchains are cool — but scale badly
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® Hard to operate on secret inputs

Transactions are Smart contracts are
recorded on chain public




Introduction

® What is chainspace?
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System Overview

® How does Chainspace work?
® Everything in Chainspace is an object
® For example: a bank account, a hotel room, a train seat
® Objects are either active, inactive, or nonexistant
® Only active objects can be used in transactions

Object 1 Object 2
@- Alice’s wallet Balance - 5 R @- Alice’s wallet
2 | Balance: 10 Chainspace transaction (a®v | Balance: 5
Object 1: active Object 1: inactive

Object 2: nonexistant Object 2: active



System Overview

® How does Chainspace work?
® Everything in Chainspace is an object
® For example: a bank account, a hotel room, a train seat
® Objects are either active, inactive, or nonexistant
® Only active objects can be used in transactions

2 .
| Object 1 ' Object 2
.l ell@ -
OO Train seat #33 Reserve train seat Train seat #33
TR Free Chainspace transaction &=l Taken by Alice
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Object 1: active Object 1: inactive
Object 2: nonexistant Object 2: active



System Overview

® How does Chainspace work?
® Nodes are organised into shards
® Shards manage objects
® Objects can be used only once

Transaction U
P procedure ' : . '
w: inputs ; Shard objects [status Shard objects |status| :
r: references o1 active o1l active | !
lpar: local parameters ; r --------------------------------------------- :
X outputs N I N B TN B TN I 9? ____________ woionsust I N I N R I N N g 2 ____________ R ;
lret: local returns : node| (node| |node node( [node( [node ;
dep: dependencies M | ——} — —J1 peeepeep L1 L g :




Privacy by Design
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Privacy by Design

® What are Chainspace Smart Contract?

] execution

user side

node side



Privacy by Design

® What are Chainspace Smart Contract?

" user | node |_ '
|‘__I :Iexecutlon :\g':lchecker
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Privacy by Design

® How are smart contract executed?

A = I :I execution

= |
a7 :lchecker
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contract inputs outputs &
invalidate inputs
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Privacy by Design

B Private data never leaves the client!

user
private data ”=
— secret key — o
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execution (2)
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Privacy by Design

® How to map objects to shards?

The smart
contracts decide!

...................................................................................................

Shard objects [status status] :

o1 active ol active
02 .. ( 02 H
""""""""""""""" node| |node| [node T e

node| [node
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Scalability

® We split the blockchain to multiple shards.

node node

node

Transaction
P: procedure ; :
w: inputs ' Shard objects |status
r: references o1 active
lpar: local parameters : r -------- g
X: outputs O (N ) (I e I P N L
lret: local returns ' node| [node| |node
dep: dependencies P [ — L— L1 oo

; node| |node .

user

node node

objects | status
o1 active
o2




Scalability

® What is the train-and-hotel problem?

\

X

v >| Travel agent
Q\ D )

Book hotel
room #12
in shard

Book train
seat #33
in shard 2

................................................................................................

Shard objects [status Shard objects | status

; 4 o1 active N ol active |
: ( 02 ( 02 :

node| |node| |node| [T node| |node| |node| [T

node| |node en node| |node




Scalability

® What is the train-and-hotel problem?

Z)
> | Travel agent

Book hotel
room #12
in shard

Book train
seat #33
in shard 2

X

------------------------------------------------------------------------------------------------

objects [status Shard objects | status
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Scalability

® How nodes reach consensus?
The S-BAC Protocol

Byzantine Atomic
Agreement Commit
Send prepare(T") IOCk unIOCk Client Accept Confirmation
user \ i i /,
Shard 1 e | BFT | . * | BFT | ——/
(manage 01) \ >< Inactive 01 ,></
Shard 2 . | BFT | o ‘s | BFT | —
(manage 02) Inactive o2
| |
Shard 3 | BFT |
(manage 03) Create o3
Initial Process Process Process

Broadcast Prepare Prepared Accept



Scalability

® The Wisdom behind S-BAC
4 N A

Only shards managing o1 and o2 Shard 1 and shard 2 can work in
are working parallel
N NG J
Send prepare(T") Client Accept Confirmation
user *

Shard 1 . | BFT | s . | BFT | -«—/
(manage 01) \ >< Inactive o1 ,><
1 I |

Shard 2 L | BFT | [ - - ! BFT |

(manage 02) Inactive o2 \
Shard 3 | BFT | | BFT |
(manage 03) Credte 03
Initial Process Process Process

Broadcast Prepare Prepared Accept
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Security Properties

¥ What does Chainspace guarantee?
® Honest Shard (HS): among 3f+1 nodes, at most f are malicious.
® Malicious Shard (DS): over f dishonest nodes.
¥ Chainspace properties:

4 Transparency (HS & DS) N Encapsulation (HS & DS) )

Anyone can authenticate the history of A smart contract cannot interfere with
transactions and objects that led to the objects created by another contract
creation of an object. except if defined by that contract).

% J y. \( p y ) p.
4 Integrity (HS) N Non-Repudiation (HS & DS) )
Only valid & non-conflicting transactions Misbehaviour is detectable: there are
will be executed. evidences of misbehaviour pointing to

the faulty parties or shards.
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Performance

® What did we implemented?

o \

Deployed and tested on
Amazon AWS

aWS BFT-SMaRt
\_ J \_ J

/ \ / Python contract

Everything is released as open source software i
environment

/ S-BAC protocol \

implemented in Java

Based on

https://github.com/chainspace
1. Helps developers

2. Simulation of the checker
3. No need for full deployment




Performance

® How the number of shards influence the TPS?

TPS vs Number of Shards

400 4
350

300 1

250 1

200 ~

150 4

Average transactions / second

100 1 '

50 1 2 inputs

2 | 6 8 10 12 14
Number of shards

(standard setup: 2 shards, 4 nodes/shard, 20 runs/data point)



Performance

® How does the size of the shard influence the TPS?

100 TPS vs Nodes per/Shard

90 4
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50 4

Average transactions [ second
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10 20 30 40
Mumber of nodes per shard

(standard setup: 2 shards, 4 nodes/shard, 20 runs/data point)



Performance

® How the number of inputs influence the TPS?

0 TPS vs Number of Inputs
160 A

140 +
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100 -

80 4

Average transactions [ second
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40 -

2 4 6 8 10
Mumber of inputs per transaction

(standard setup: 2 shards, 4 nodes/shard, 20 runs/data point)



Performance

® How does the latency vary under different system loads?

1.0
0.8 1
=06
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DE‘ 60 tis
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>4 140 tfs
160 t/s
Probability vs Latency 180 t/s
001 200 t/s
0 500 1000 1500 2000 2500

Client-perceived latency (ms)

(standard setup: 2 shards, 4 nodes/shard, 20 runs/data point)




Conclusions

® What else is in the paper?

Cross shard transactions

Real world applications
(smart metering, ...

Smart contracts
benchmarking

And much more...

Chainspace: A Sharded Smart Contracts Platform

Mustafa Al-Bassam’, Alberto Sonning”, Shehar Bane®, Dave Hryoyszyn! and George Danezis”
* University College London, United Kingdom
constructiveprool.com

winspice is 4 decentralized infrastructure, known
an & disteilited ledier, that supports user delimd smard contracts
plied tramsactions on Ui ohjects, The
of smwrl contract ramsactions i verifiable by
all. The system is sl g siate il the seculion

E guarantee ot sl of
s trying 10 compramise isinkegriy or s ty propertien
Iheough Byzantine Fault Tolcance (3FT), and extreamely Nighe
cunbLanility, noarepudistion aed "bockehsis® teohnigues. Even

o Cillmpaces we argie through svalasting
T e s st 1xsesling
sumber of privacy-feiendly smart contracts foe smart metering,
poiling and Danking and measure their perforance.

L INTRODLCTION

Chainspace is a distributed ledger platform for high-integrity
and wnsparent processing of I.r:uhacl' s within a decentral-
G systen. Unlike ay speaific distribwed ledgers,
such a3 Bitcoin [Nak0g] for a mmnqh or cetificate trans-
K 13] for certificate verification, Chainspace effers
though smert eonacts. like Ethercum [Wool4].

scalability through sharding se
modest testbed of 60 coros achieves 350 transacdions per
second, as compared with a peak eare of less then 7 trans-
actions per sccond for Bitcoin over 6K full nedes. Etherim
rucesses 4 transsetions per sceond, out of hearetieal
maximum of 25. Furthermore, our pletform is agnostic a5 w
the smart contract lenguage, oe identity infrastrucruze, and
supports privacy features through modem zero-knowledge
techniques [BOCG16, DGFKL]

Unlike other scalsble but ‘permissioned” smart con-
treet pluforms. such w5 Hypecledger Fabric [Cacl6] or
BigehainDB MMM 16]. Chainspece aims to be an ‘open”
spstem: it allows anyone 1o author & smar conireet, anyone 1o
provide infrastructure. on which smart conzact code and state
runs, and any user o access calls to smart contracts, Further,
it prowides coosysiem feamees, by allowing composition of
smurt eontraets feom different euthors, We integrate 2 value

system. named CSCain, 85 @ system smart contract to allow
for accounting between those panics,

HOM'\U e securicy model of Chainspace, s different
from ssioned blockehzins, thas rely on proof-
of ork and global replication of stgte, such as Etbereum. In
Chainspece smart conwact suthers designate the parts of the
infrasiructure that are trusied to maintsin the iniegrity of their
contract—and only depend on their comeetness, s well as the
cormeciness of contreet sub-calls. This provides fine preined
control of which part of the infrastrciure need to be trusied
a per-contrset basis, and also allows for horizomal scalability.

1

‘This paper makes the following contributions:

& [t prescnes Chainspace, a system that can scale arbitrar-
ily as the number of nodes increase, tolerates byzantine
failures, and can be fully and publicly audited.

It presents & novel distributed stomic cemmit protocal,
called 5-BAC, for sherding generic smart contract
transactions sccoss multiple byzantine nodes, and
correely coondinating those nodes to cnsure safety,
liveness and security progertics,

It inweduces a distinerion between garts of the smart
contract thas mcculc a w'vmummn and those that
check the comput discusses how that dis-
tinetion 15 key 10 Supporting peivacy. fendly smart
contracts

It prawides a full implemeatation and evaluates the per-
formance of the ine distributed commit prowncol,
S-BAC. on u real disuibured set of nodes and under
ng transaction loads

+ It presens o number of key system and applica-
tion smart contracts end evaluates their performance.
The contracts for privacy-friendly smart-metering and
privacy-friendly polls illustrae and validate support
for high-integrity and high-privacy applications

Outline:
Scction

Seetion 11 prosens e ovecview o Chainspace:
presents wcing epplication interface:
Section 1V presents the dE\Ign of internal data struetuzes
guarantecing inegeity, the distributed architecture, the byzantine
commit protocols, and smart comtract definition and composi-
tion, Section ¥ argues the corectness and sceurity: spy
smart contracts and thelr evaluarions are preseated in Scetion
Section VII presents an evaluation of the care protocols m
smart contract pecformanee; Seetion VIII presents limitation
and Section [X & comparisen with related work: and Seetion X
concludes.




Conclusions

® \What did we talk about?
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Conclusions

¥ Main take-aways

4 )
sharding +> scalability

\ /

4 N

execution +> privacy
| checker by design




Conclusions

® Cuture Works

4 )

1. How to recover from malicious shards?

2. How can a smart contract creator avoid
dishonest shards?




Conclusions

® Cuture Works

4 )

3. How to bootstrap the system?

4. How to incentivise nodes?




Thank you for your attention
Questions?

Mustafa Al-Bassam
m.albassam@cs.ucl.ac.uk
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